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eGA In brief

A Since 2002
A Independent Centre of Excellence

A Missiondriven: eGAincreases the
prosperity and openness of societies
through digital transformation

A 100+ employeesin Estonia, Ukraine,
Kyrgyzstan, Mexico, Moldova, Serbia, UK

19 MEUR turnover (2023)

ISO 9001:2015 certification of project
management, study visits, and consulting
services
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A Modest Country

extending beyond Its borders

population: 1.3 million
area: 45, 339 km2

currency: Euro Cﬁ&/\gﬁ %
member of UN, EU, NATO, OBCD, W}E #‘Lr‘:——q NS

CERN etc.
the ICT sector contribute to 10% ithe &

GDP \ /\'[




Estoni aos HI ghest Ranl

#2 #1 #H3 #2

FREEDOM HOUSE DESI 2022 National cyber security UN e-Government
2023 digital public iIndex & Global cyber Survey
Internet freedom servicesfor citizens security index 2022 2024
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Proactive government

=

starting a
business
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disability
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childbirth
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military service

Buying/selling a
car

change of
residence

driving licence
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retirement

L]

¢

start of school unemployment & job marriage

search

death building houses falling victim to an
(succession accident







w== Digita % Analog

=3 eclements elements
A Digital databases A Legislation & regulations
A Interoperability A Sustainable organization
A Digital Identity A Fiscal framework
A Services portal and

e A Change management
applications

A Cyber security
A Sectoral solutions

A Skills development
A Political will

Source:. Digital Dividends. World Bank report 2016 @ €eGA.ee



https://www.worldbank.org/en/publication/wdr2016

Where Is the
bottleneck?
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Strong Digital
ldentity

Secure Data Exchange

Portal & Citizens Applications

Digital Data Accessible
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Digital Services by
Ministries & Agencies & Municipalities




Offline Activity Online
" " O O
4 Travel to the government office

0,5 Filling the application 0,5 VS
3 Waiting in line to submit the

application
Submitting the application 24 hours 0,5 hours

Travel back home

Travel to the government office

Waiting in line to pick-up the Total time difference

certificate

Pick-up of the certificate

Travel back home




Closer look
(0

digital
elements




Digital databases Interoperability solution T Sewvices portal Digital identity
secure data exchange

Those elements are shared (or platform) services,
to be shared across the government



Strong Digital Secure Data Exchange
ldentity Portal & Citizens Applications

Digital Data Accessible



Digital
Databases
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Digital Data
Accessible
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AUnigue numeric identifiers for citizens, businesses, real estate,
land parcels, etc.

AUnigue numeric identifiers are used across the government for
all transactions

AOnce only . Citizens never have to provide the same information
twice

ANo duplicated data  in the databases
A Databases become thesingle source of truth



A Central registry of databases metadata and online services

A Clear data ownership
A Data is owned by the citizen
A Each authority is responsible for own database quality



A Allows unambiguously identify Individuals, businesses, land
parcels, buildings, vehicles

A Should be unique and machine readable
AMay contain numbers and/or letters

AMay be composed from content elements (like date of birth) or be
serial or random
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Secure Data
Exchange &
Governmental
Interoperability




Strong Digital Secure Data Exchange

ldentity

Portal & Citizens Applications

Digital Data Accessible
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500,000 pension
and subsidy

payments/month



Kyrgyzstan

bla

/ Nami

Ukraine

Health
Insurance
Register

Vehicle
Register

Population
Register

X-GIS

Adapter Server @ Adapter Server @l Adapter Server Adapter Server

Security Server Security Server Security Server Security Server
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Adapter Server

Security Server

Document
Exchange

Energy Telecom

Centre

Adapter Server @ Adapter Server

Security Server Security Server
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Internet Network

o
Q

Security Server

PORTALS

e-Health, e-Police, eTax Board,
e-School, m-Parking, etc.

Public servant OCSP

Citizen view . Entrepre-
view

neur view

e-ID

TRUST
SERVICES

Time-stamping
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Q

Security Server

Central
Server 2

Central
Server 1

Central Monitoring

Certification

Help Desk

Adapter Server

Security Server

o
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Security Server

Adapter Server

Admin
System of
State
Information

System @ eGA.ee



1 No need to collect and verify similar datasets by every institution

1l Single sources of truth are easily accessible
i Easy to develop services

1 Every transaction Is verified and timestamped
1 Transactions with legal value



Strong
digital
identity




Strong Digital Secure Data Exchange
ldentity Portal & Citizens Applications

Digital Data Accessible



A Connects physical identity and digital identity

Alf provided and trusted by the government, easy to use for
businesses also

A Should be based on proper population management system, not as
a stand-alone solution

A Should be suitable both for government and business transactions
(banking, etc.).

A Also, crossborder transactions should be considered.



Carriers of the certificates In
Estonia are:

AelD cards (1,4 M pc issued in
Estonia) =

AMobile phone SIM cards
(234 000 pc)

A Smart phone applications
(750 000 pc)
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APublic e-services (e-Tax, e-Prescriptions etc.)

A Signing documents and contracts

A Applying for driver license, social benefits

A Register a new business

A Accessing grades and curriculum in schools and universities
A Bank transactions



Efficiency

Digital sighatures save

20 minutes per transaction

World Bank World Development Report
2016




Up to today Estonian People and companies have

citizens have provided saved more than 4 billion
More thank 2 billion digital euros
sighatures (20 per si)ghatur e

Actual savings may be greater:
http://eturundus.eu/digital _-signature/ , http://eturundus.eu/digital -document/

Source: https./www.id.ee/?lang=et G ecaee


https://www.id.ee/?lang=et
http://eturundus.eu/digital-signature/
http://eturundus.eu/digital-document/

Portal &
Citizens
Applications




Strong Digital Secure Data Exchange
ldentity Portal & Citizens Applications

Digital Data Accessible



Home Accessibility Citizen Entrepreneur
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How & by
Whom the
Online Services
IN the
Government are
Developed?




Strong Digital Secure Data Exchange
ldentity Portal & Citizens Applications

Digital Data Accessible
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Digital services developed by
Ministries & Agencies & Municipalities




99% of the government services are available online

Exceptions from self-service:

AMarriage (but you can apply online)

A Divorce

AReal estate transaction (available with video calls)
The reasons are not technical!






() eGA.ee




- TRANSPORDIAMET

Front page EST | RUS | ENG

o

FRONT PAGE

Welcomel!

You are on the front page of the E-service of the Estonian Transport
Administration.
Please log on to carry out the desired transaction.

= Venhicle history check el

g Traffic register 620 1200 = o

A 0 From the 1st of March you can log in to the e-service helphn'e
DRIVER using ID-card, Mobiil-ID or Smart-ID.
Road information
Driver g h elpli.n e 1247 *
Head to the driver’s subpage to see the data of
a documents certifying your right to drive, to apply for

documents (driving licence, instructor’s certificate, digital
VEHICLE tachograph driver card, etc.), to register for
examinations.

Available times for driving >
test

E-services regarding right to drive »

i
"_"' Right to drive »

@; Road information on maps =

ROAD Vehicle

On the vehicle subpage, you can check data of vehicles,
formalise a vehicle’'s sale or purchase, temporarily delete

a vehicle from the register, change users, order a
m registration certificate or a registration number, etc.

My vehicle » R

Peatus.ee s




Secure authentication for e-services EESTI PYCCKUW

(j Smart-ID

Requires a valid Smart-ID contract to log in. Insert your personal code and click "Continue”. A
verification code will be sent to your smartphone.

Personal code [ EE J




My role 1n e-service

Please choose the role to enter the e-services of the Estonian Transport Administration and carry
out transactions. You can later change the role conveniently by clicking on "Change the Role"
link on upper menu ribbon.

Hannes Astok
36409252766

E-riigi Akadeemia Sihtasutus
90007000

TARTU MEESKOOR AKADEEMILINE EMAJOGI
80338836

Mittetulundusuhing Smart City Lab
80340603

() eGA.ee
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FRONT PAGE

2

DRIVER

=3

VEHICLE

I

i

PUBLIC
TRANSPORT

Front page » Driver » Exchange of driving license EST | RUS | ENG

Exchange of driving license

Vehicle categories AM, B

Application terms and
conditions are met

O Current driving license

Please confirm of being in possession of your current driving license or notify of itgfloss.

* My driving licence is available and is in my possession O Residential address in Estonia

Valga maakond, Otepaa vald,
Kuigatsi kila, Viki, 68222

My driving licence is lost

CONFIRM o Medical certificate
Valid medical certificate until

03.11.2029.

Photo and signature
Choose photo and signature.

Q Photo and signature
Photo and signature available.

Driving licence fee
Please choose the method for the delivery of your driving license.

Select delivery method
Choose the location to receive the document

Payment
Sum of the state fee is 20,00 Euros.

O
O
O
O
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FRONT PAGE
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DRIVER

=

VEHICLE

I
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PUBLIC
TRANSPORT

rIolL paye # wiivel 7 CXAUIdiige ol unvigyy neelise COol | MUOD | ENU

Exchange of driving license

Vehicle categories AM, B

@
@

Application terms and

Current driving license >
conditions are met

My driving licence is available. Change your choice »

_ o Residential address in Estonia
Photo and signature Valga maakond, Otepaa vald,

You have the option of using existing Traffic Register or identifj Kuigatsi kiila, Viki, 68222
and signature that is not older than five years. Holder g#the document must be
recognisable on the photo.

¥ 2 Medical certificate
Valid medical certificate until
N3.11.2029.

Traffic Register photo and signatu » Photo and signature used for your

O Phot§ and signature
identification document Photo &nd signature available.







