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! Warning

This presentation contains demonstrations and screenshots of real 

attack techniques and malicious tools for awareness and defensive 

training only.

Do NOT attempt to reproduce, run, or test any samples or techniques 

on any production or live network or device.

If you wish to experiment, use an isolated lab (VM snapshots, no 

network) and follow strict safety procedures.
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Artificial Intelligence is humanity’s mirror—an effort to 

mimic the act of thought itself. It simulates how we learn, 

reason, and seek meaning, but at a pace no human mind 

could sustain. By collapsing the distance between inquiry 

and understanding, AI transforms knowledge from a 

pursuit into a presence, blurring the boundary between the 

thinker and the tool of thought.
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“We have to take the unintended consequences of any 

new technology along with all the benefits, and think 

about them simultaneously … as opposed to waiting for 

the unintended consequences to show up and then 

address them.”

— Satya Nadella, CEO of Microsoft

The Cyber Battlefield: What We’re Defending

Microsoft perspetive



Whenever we talk about cybersecurity, we’re referring to 

the protection of the following key elements:

Confidentiality Integrity Availability

Hackers can’t 
access our 
data

Hackers can’t 
change our 
data

Hackers can’t 
stop our 
systems

The Cyber Battlefield: What We’re Defending

Before AI



Whenever we talk about cybersecurity in the AI era, we’re 

referring to the protection of the following key elements:

Confidentiality Integrity Availability

Resilience Responsibility

The Cyber Battlefield: What We’re Defending

After AI



Data-Related Risks Model-Related RisksOperational Risks Security Risks
Ethical, Legal & 
Societal Risks

Data Poisoning Model Inversion & 
Extraction

Lack of 
Explainability

AI-Powered 
Cyberattacks

Accountability Gaps

Data Privacy 
Leakage

Adversarial Attacks Over-reliance on 
Automation

Model Supply Chain 
Attacks

Loss of Human 
Agency

Bias and 
Discrimination

Hallucination & 
Misinformation

Systemic Failures Weaponization of 
Generative AI

Geopolitical 
Manipulation
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Search for a victim in Kuwait to compromise



Uncensored LLM freely available to everyone created fully functional ransomeware
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ChatGPT 5 (not free) available to everyone refuse to create one
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Uncensored LLM freely available to everyone created fully functional ransomeware
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AI make advisories much more powerful 
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2020 2021 2022 2023 2024

GPT-3 GPT-4, 
GPT 4-32, 
GPT 4 
Turbo
Claude, 
Claude2
Gemeni
Llama, 
Llama2
Codellama
Mistral

LLM Explosion

Chat GPT
GPT 4 
Turbo w/ 
Vision
Claude 3, 
Claude3.5
Gemeni
Llama 3, 
3.1 
LlamaGuar
d 2,3
Mistral 
8x22B
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Question

LLM-
1

LLM-
2

LLM-
3

Getting the best answer without  data leakage

Running locally
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Critical system traffic capture

Traffic 
Analysi

s
LLM

Real time AI-IDR

Running locally

Firewall Notification



Thank you
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